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1. Preamble 

At i fm,  we attach great  importance to human r ights and the protect ion of  the 

env ironment . By way of repor ts and informat ion, whis t leblowers suppor t i fm wi th 

regard to a susta inable and effec t ive protect ion of these impor tant issues. i fm 

express ly requests a l l  persons,  whether employees or  ex ternal persons, not  to look 

the other way in the event of r isks or  even v iolat ions of  human r ights  or  

env ironmental issues,  but to act ive ly repor t them. Only in th is  way can i fm take the 

best poss ib le care to e l iminate or mini mise r isks re lated to human r ights  and the 

env ironment .  

  

i fm has a lready had a whis t leblower system in p lace s ince 2019, which fac i l i tates 

the prov is ion of informat ion and complaints  f rom employees and external  par t ies ; 

th is  is  the BKMS system, which is operated by the EQS Group.  Complaints can a lso 

be made complete ly anonymously  v ia th is system. I t  ensures a secure 

communicat ion channel wi th i fm’s compl iance organisat ion for  the persons 

prov id ing informat ion.   

 

In  the fo l lowing rules  of  procedure you can  f ind out more about the way in which 

informat ion and complaints concerning human r ights and the protect ion of  the 

env ironment , among other things,  can be addressed to i fm.  
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2. Purpose and aim  

 

The i fm complaints  procedure by way of  the BKMS whis t leblower system enables 

every  person – internal ly as wel l  as  external ly – to report  to i fm in a conf ident ia l 

and – i f  des ired – anonymous way informat ion about  r isks or v io lat ions of  human 

r ights or  env ironmental obl igat ions that  have a lready occurred in their  own 

bus iness sector  or  in  i fm’s  supply  chain.   

 

Every repor t made in good fa i th helps i fm ident i fy ,  among other th ings, human 

r ights and env ironmental  r isks  in  i ts  own bus iness sector or in i fm’s supply  ch ains 

at  an ear ly s tage,  and prevent  the occurrence of  v io lat ions or permanent ly  remedy 

violat ions that have a lready occurred.  Therefore i t  is  important to repor t such 

observat ions.  Prov ide fu l l  deta i ls  of  your  concern, inc luding re levant  dates, 

locat ions,  persons involved,  companies involved and witnesses. We express ly  ask 

for  your  cooperat ion.  

 

3. Types of complaint or information 

Reports  may inc lude,  but are not  l imited to, indicat ions of  r isks or v iolat ions re lated 

to human r ights  or env ironmental  obl igat io ns with regard to i fm’s own bus iness 

operat ions and the ent ire supply  chains of  i fm.   

 

Examples of  human r ights r isks  that  you can and should repor t are:  

•  Vio lat ions of  the prohib it ions against chi ld  labour , forced labour and a l l  

forms of s lavery , against  the prohib it ion of unequal  treatment in employment 

re lat ionships and the wi thhold ing of  an adequate wage as wel l  as  against  the 

prohib it ion of h ir ing inadequately  ins tructed or contro l led pr ivate or publ ic  

secur i ty forces;   

•  The destruct ion of  natura l  resources such as soi l ,  water  and a ir  etc . by way 

of  env ironmental  pol lu t ion;   

•  The d isregard of  labour protect ion and work - re lated health hazards, the 

d isregard of  freedom of assoc iat ion,  freedom of associat ion and the r ight to 

col lec t ive bargain ing;  

•  The unlawful v iolat ion of  land r ights;  and  

•  Other  apparent  v io lat ions of  other  human r ights .  

Examples of  addit ional  env ironmental  r isks that you can and should repor t on are 

v iolat ions of  
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•  A prohib it ion resul t ing from the Minamata Convention – the Minamata 

Convent ion governs the handl ing of mercury ;  

•  The prohib it ion on the product ion and/or  use of  pers istent  organic  pol lu tants  

(POPs)  and the non-env ironmental ly  sound management of  waste contain ing 

POPs;  and 

•  The ban on the import  and export  of hazardous waste as def ined  by the 

Basel  Convent ion.   

 

Covered are not only  r isks and v io lat ions with in the companies of i fm (own business 

d iv is ion),  but a lso wi th in the companies of  a l l  suppl iers  of i fm as wel l  as the 

suppl iers of  the suppl iers.  

 

4. Who can submit complaints or report information? 

Any person can f i le  a repor t,  i r respect ive of  whether he or she is  employed by i fm 

(permanent employees, temporary  workers and tra inees etc.)  or  comes into contact  

wi th i fm external ly (e.g.  employees of  a supplier) .  

 

A whis t leblower does not need to be af fec ted by the r isk or v io lat ion themselves;  

th ird part ies such as journal ists  or  residents  l iv ing in the v ic in ity of  bus iness 

premises can a lso f i le repor ts.  There is  also the poss ib i l i ty  of exchanging 

informat ion with interest groups regarding the repor t or  of being represented by 

them when making the report  (e.g.  representat ion/repor t ing by trade unions,  NGOs 

or other third par t ies) .  

 

5. Ways of submitting complaints 

Access to the i fm complaints  procedure/BKMS whis t leblower system can be g ained 

via the internet  us ing the fo l lowing l ink :  

ht tps :/ /www. ifm.com/de/en/shared/company/ i fm -at-a-g lance/compl iance  

and in a l l  countr ies of  the i fm group v ia the shor t l ink  

ht tps :/ /www. ifm.com/xx/compl iance. Replace the letters  “xx” with the two let ters of  

the respect ive country  code (“Top-Level-Domain”) .  

 

Al l  repor ts are received in conf idence by the compl iance funct ion. In the event  of 

repor ts concerning mobbing,  d iscr iminat ion or harassment , the personnel 

management is  a lso involved and takes over the fur ther process ing.  Repor ted data 

protect ion v io lat ions are forwarded to the data protect ion off icer of  the i fm group for 

https://www.ifm.com/de/en/shared/company/ifm-at-a-glance/compliance


 
 

6 of  10 
 

process ing. Al l  o ther  repor ts,  such as in the area of human r ights  /  occupat ional  

health and safety  /  environmental  protect ion /  supply  chain,  are pr ocessed by the 

compl iance funct ion of  the i fm group. Internal depar tments  or external  persons can 

be consulted for  fur ther process ing.  

 

Fur thermore, repor ts can also be submitted by e -mail  (compl iance@ifm.com), and 

the compl iance funct ion is  a lso avai lable  for  a personal d iscuss ion in conf idence. 

These two repor t ing channels  can guarantee conf ident ia l i ty ,  but  not anonymity.  

 

Complaints  can a lso be submitted by post  or  by  in ternal mai l  to the person 

appointed by the company using the fo l lowing address  

i fm group serv ices gmbh, HA Governance/  Compl iance,  Fr iedr ichstr .  1,  45128 

Essen.  

 

6. Complaints procedure order of events 

Overv iew of the procedural s teps:  

 

Procedural step 1:  Making and receiving the complaint/whist leblower report  

The compl iance funct ion receives a not i f icat ion of receipt of the repor t f i led in the 

whis t leblower system. The repor t submitted by the whist leblower  is v iewed v ia 

access to a protected web-based connect ion hosted by the BKMS system. 

Conf irmat ion of  receipt of  the message is sent  to the  whist leblower  v ia a mai lbox 

funct ion.  To use th is mai lbox funct ion,  the person prov id ing the not ice is  requested 

to create access data when submitt ing the not ice,  which al lows cont inued access to 

the mailbox.  Furthermore, the person provid ing the not ice i s requested to access 

the mailbox regular ly,  at  the latest  after  3 working days, to be avai lable for  any 

quer ies.   

 

Procedural step 2:  Review of the complaint /  the information  

The repor t is  rev iewed. The respons ib i l i t ies for  handl ing the fur ther  procedure are 

as out l ined above under sect ion 5.  In that respect,  conf ident ial i ty  shal l  be 

mainta ined in any case.  I f  the report  does not  in i t ia l ly  appear p lausible or  i f  fur ther 

informat ion would be benefic ia l for  c lar i fy ing measures,  the compl iance funct ion wi l l  

ask fur ther  quest ions by us ing the mai lbox funct ion.  

I f  the employee in charge of  the complaints procedure is conv inced that there are 

no r isks or  v io lat ions once the fac ts,  d i scussion and invest igat ion have been 
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c lar i f ied, the person f i l ing the repor t is  in formed accordingly and the invest igat ion 

is c losed.  

I f  a  report  cannot  be processed or  i f  i t  is  not  cons idered appropr iate,  the person 

f i l ing the repor t shal l  be informed why the repor t shal l  not be fo l lowed up.  This  may 

be the case i f  there is nei ther  suff ic ient fact -based informat ion for invest igat ions 

nor  is  i t  poss ib le to obta in suf f ic ient  substant iat ion of  the fac ts by contact ing the 

whis t leblower.  

At  i fm,  the conc lus ion  of  a complaint requires approval by  another person (“dual -

control -pr inc ip le”)  at a l l  t imes.   

 

Procedural step 3:  Discussing the facts  

The facts of  the case are fur ther  c lar i f ied by i fm.  For th is  purpose,  in ternal  

departments or  ex ternal persons can be consulted whi le mainta ining anonymity or 

conf ident ia l i ty .  I f  necessary,  quer ies  are made v ia the mailbox funct ion.  The 

invest igat ions are conducted according to the pr inc ip les of  object iv i ty  and 

adequacy.  

 

Procedural step 4:  Developing a solut ion  

I f  v io lat ion of i fm values or legal  regulat ions is  conf irmed or there is a r isk  of  such 

a v io lat ion,  appropr iate measures are worked out .  The whis t leblower is  in formed of  

the measures v ia the mai lbox funct ion.  This  wi l l  inc lude an oppor tunity  to d iscuss 

them insofar  as the r isk re lates to v io lat ions of  human r ights  or env ironmental  

concerns.   

 

Procedural step 5:  Adopt appropriate act ion  

Where v io lat ions have occurred or where a v iolat ion is  imminent ,  appropr iate 

remedia l  ac t ion wi l l  be prompt ly in i t iated and implemen ted to prevent ,  s top or  

min imise the extent  of  such v io lat ions. This may inc lude appropr iate d isc ip l inary 

act ion on a case-by-case basis . Where r isks are ident i f ied,  appropr iate preventive 

measures are implemented in a t imely manner.  

 

Procedural step 6:  Review of the measures and conclusion of the procedure  

Implementat ion of  the remedia l  and preventive measures adopted is rev iewed with 

regard to the spec if ic  repor ts made by i fm.  The complaints and the measures 

adopted are taken into account in the next  r i sk analys is . In  the event  that i fm 

receives substant iated knowledge of v iolat ions of  human r ights and environmental 
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obl igat ions in the supply chain v ia the complaints procedure, an event -re lated r isk 

analys is is  conducted wi thout  delay.   

 

7. Time-scale 

i fm works as eff ic ient ly as  poss ible to invest igate and remedy reported gr ievances.  

Each invest igat ion, and remedial  act ion, is  d if ferent .  The t ime required may 

therefore vary.  i fm,  however,  endeavours to process a l l  reports  prompt ly but  g ives 

pr ior i ty  to those repor ts that ra ise part icular ly ser ious concerns with regard to the 

r isk and sever i ty of  the v io lat ion.   

 

Fol lowing acknowledgement  of receipt,  feedback on the complaint shal l  be prov ided 

to the person making the repor t as soon as poss ib le,  and in any case  with in seven 

days at  the latest ,  f rom the date of receipt of the complaint.  I f  the invest igat ion 

takes longer , the whis t leblower  wi l l  be given feedback with in three months at the 

latest ,  and at regular  intervals  thereafter .  

 

8. Contact person for the whistleblower 

Any informat ion is  received by the i fm compl iance funct ion v ia the above -ment ioned 

complaints channel .  The contact person for the whist leblower  is at  a l l  t imes the i fm 

compl iance funct ion.  In the case of repor ts that focus on sexual  harassment , 

mobbing or  d iscr iminat ion, these shal l  be dealt  with d irect ly  by  the personnel 

management,  insofar  as a poss ib le conf l ic t  of  in terest can be ruled out .  

 

9. Objective, impartial and independent case handling  

Cases are handled object ive ly and impart ia l ly .  Access to in format ion is l imited to 

those persons at i fm who absolutely  need such informat ion to process a case.   

 

The persons involved in the case processing act  independent ly.  This means that  

the case handlers are impar t ia l,  independent /d iscret ionary  in  case handling,  

object ive and neutra l .  

 

10. Maintaining confidentiality / data protection 

i fm and the i fm compl iance organisat ion take conf ident ia l i ty  very ser ious ly . Al l  

complaints channels  are conf ident ia l channe ls by way of  which quest ions can be 
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asked and/or concerns about actual or  potent ial  r isks and v io lat ions of i fm values 

including human r ights  and env ironmental obl igat ions or  misconduct in th is  respect  

can be reported.   

 

Connect ion data cannot  be forwarded  to i fm by the BKMS system. Communicat ion 

between the computer  of  the person prov id ing the informat ion and the 

whis t leblowing system is  v ia an encrypted connect ion (SSL).  The IP address of the 

computer  of the person provid ing the informat ion is not  stored.  To maintain the 

connect ion between the computer  and the BKMS system, a cookie is s tored on the 

computer  of the person provid ing the informat ion. I t  only  conta ins the sess ion ID 

(so-cal led zero cook ie) and becomes inval id when the browser  is  c losed.  

 

At tachments can be sent  when submit t ing a repor t v ia the BKMS system or  when 

adding informat ion.  I f  you wish to submit a repor t anonymously,  p lease note that 

f i les may conta in hidden personal  data that  may jeopardise the preservat ion of 

anonymity.  Remove such data before sending or,  i f  you cannot remove such data or 

are unsure,  copy the text  of the attachment  to your repor t tex t.   

Invest igat ing reports  of v iolat ions may require the involvement of other re levant 

departments (e.g. Legal or  HR etc. ) ,  management or  ex ternal par t ies.  The persons 

entrusted wi th the implementat ion of  the complaints procedure are bound by the 

pr inc ip le of  conf ident ia l i ty .  I f  the complaint  is  not  made anonymously or  

conf ident ia l i ty  is  not des ired on the par t of  the person making the repo r t,  

informat ion about the person making the report  may a lso be forwarded to the 

persons handl ing the complaint.  

 

i fm under takes to comply wi th any legal obl igat ions to prov ide informat ion to the 

author i t ies . I f  the person making the report  does not prov ide  any informat ion about  

their  ident i ty or  does not  prov ide such informat ion that  a l lows conc lus ions to be 

drawn about  their  ident i ty,  the repor t shal l  remain anonymous in any case.  

 

In  addit ion to the protect ion of  the person making the report ,  the protect i on of  

persons named or  affected by the repor t is  a lso impor tant under the presumption of  

innocence.  
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11. Protecting whistleblowers against retaliatory 

measures 

i fm under takes to respect  the r ights and interests  of those who f i le  a report  as par t 

of  the BKMS whis t leblower system. Whist leblowers who have repor ted suspected or 

actual  misconduct in good fa ith shal l  not receive any adverse treatment,  even i f  the 

repor ted suspic ion is  not conf irmed.  

 

Adverse treatment includes terminat ion, demot ion, d iscr iminat ion, harassment,  

int imidat ion,  harm or injury  to the person,  damage to the person’s reputat ion or  

property , and other adverse t reatment.  Adverse treatment  a lso inc ludes threats 

(express or  impl ied)  of  adverse treatment.   

 

Any adverse treatment  of whis t leblowers  who place a complaint in good fa ith under  

th is  pol icy shal l  be treated as ser ious misconduct and punished accordingly.  

Reasonable measures adopted by i fm to protect  a person from detr iment  or ensure 

the integr i ty  of an invest igat ion shal l  not  be cons idere d detr imental treatment .  

 

12. Review of effectiveness 

The ef fec t iveness of the complaints procedure as such is  rev iewed annual ly as wel l  

as on an ad hoc bas is i f  i fm has to reckon wi th a s ignif icant ly changed or  

s igni f icant ly  ex tended r isk s i tuat ion in i ts  own  business area or at  a d irec t suppl ier .  

For  reasons of object iv i ty ,  the rev iew is conducted by qual i f ied employees who are 

not involved in the process ing of complaints by defaul t .   

 

 

 

 

 

 

 

 

 

 


